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Abstract: 

Propagation of communication signal is an open medium process. Various methods are proposed for securing the transmission of 

messages in communication process. Cryptography provides us with a specific form or key by which the corresponding person or 

receiver could  only retrieve the message transferred. There are several encryption and decryption algorithms for encrypting the data at 

sending edge and decrypting the encrypted data at receiver edge ensuring the secure data communication. Decryption is the rev erse 

process to encryption. In this paper we propose a method of encryption of any message or image using chess cipher algorithm. 
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I. INTRODUCTION 

 

Communicat ion is one of the basic necessities in today’s world. 

Due to the rapid development of network and multimedia 

technologies, security of the messages communicated has a very 

key importance and require a secure framework for transfer 

purpose. One of the greatest challenges posing in today’s 

techniques is the static cryptographic code. Encryption is the 

most effective way to achieve data security. This process 

achieves an effective role in hiding the contents of the message, 

because the original informat ion can only be recovered through 

the description process. There are several ways to transfer the 

data in secure and reliable mode; one such way to secure the 

informat ion in communication is using cryptography. 

Cryptography refers to the science of transfiguring messages to 

make them secure and invulnerable to hacking or outbreaks.  

 

II. OVERVIEW OF IMAGE ENCRYPTOIN 
 

Image encryption is necessary for future mult imedia Internet 

applications. Password codes to Identify individual users will 

likely be replaced are biometric images of fingerprints and 

retinal scans in the future. However, such informat ion will likely  

be sent over a network. When such images are sent over a 

network, an eavesdropper might duplicate or reroute the 

informat ion. By encrypting these images, a degree of security 

can be achieved. Furthermore, by encrypting noncritical images 

as well, an eavesdropper is less likely to be able to distinguish 

between important and non-important information. Encryption is 

also used to protect data in transit, as an Example data being 

transferred via networks (e.g. the web, e-commerce), mobile 

telephones, wireless microphones, wireless communication  

systems, Bluetooth devices and bank automatic teller machines. 

The main idea in the image encryption is to transmit the image 

securely over the network so that no unauthorized user can able 

to decrypt the image. The image informat ion has special 

properties such as bulk capability, high redundancy and high 

correlation among the pixels that imposes special requirements 

on any encryption technique. Image encryption can also be used 

to protect privacy. As an example for image encryption to protect 

privacy is in medical imaging applications. Recently, in order to  

reduce the price and to improve service, electronic forms of 

medical records have been sent over networks from laboratories 

to medical centers. According to the law, med ical records, which  

include many images, should not be disclosed to any 

unauthorized persons. Medical images, therefore, should be 

encrypted before they are sent over networks. Unlike the 

conventional cryptographic algorithms, which are main ly based 

on discrete mathematics, chaos-based cryptography is relied on 

the complex dynamics of nonlinear systems or maps, which are 

deterministic but simple. Chaotic maps present many desired 

cryptographic qualities such as simplicity of implementation that 

leads to high encryption rates, and excellent security. Therefore, 

it can provide a fast and secure means for data protection, which 

is crucial for image data transmission over fast communication  

channels, like the broadband Internet communicat ion. Unlike 

text messages, image data have their special features such as 

high redundancy, and high correlation among pixels. Also, they 

are usually huge in size, which together makes traditional 

encryption methods difficult to apply and slow to process. 

Somet imes, image applications have their own requirements like 

real-t ime processing, fidelity reservation, image format  

consistence, and data compression for transmission, etc. A 

simultaneous fulfilment of these requirements along With high 

security and high quality demands has  presented great challenges 

to real-time imaging practice. For studying image encryption, we 

must first analyze the differences between implementations for 

image data and text data. Basically, there are some differences 

between image and text as follows. When the cipher text is 

produced, it must be decrypted to the original plaintext in a full 

lossless manner. However, the cipher image can be decrypted to 

the original plain image in some lossy manner. Text data are 

sequences of words. It can be encrypted directly by using block 

or stream ciphers. However, dig ital images are usually 

represented as 2D arrays. For protecting the stored 2D data, they 

must be converted to 1D array before using various traditional 

encryption techniques. Since the storage space of a picture is 

very large, it's inefficient to encrypt or decrypt images, directly. 

One of the best methods is to only encrypt/decrypt information  

that is used by image compression for reducing both its storage 

space and transmission time.  
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III. CHESS CIPHER  

 

As the name Cipher Chess implies, our cipher uses an ordinary 

chessboard and pieces to encode, transmit, and decode secret 

messages with a h igh degree of security. We chose the game of 

chess for two reasons. First, chess already has a great amount of 

variety built into it, from the different types of pieces and the 

way they move to the number and colors of squares on the board. 

All these variations provide the potential for complexity, which  

is important for any cipher. Second, chess is a common game.  

There is nothing suspicious in two people playing chess, or even 

one person playing by him or herself. The use of an innocent 

game for encoding and hiding messages is the steganographic 

core of Cipher Chess. Combin ing principles of steganography, 

low-tech ciphers, and shared-key encryption, CipherChess 

delivers security and secrecy all at once. 

 

A. Encryption algorithm  

The encryption algorithm describes the steps necessary to 

encrypt a single plain image. The encryption algorithm proceeds 

as follows:  

 

1. The size of the plain image is 256 bit. 

2. The 256-b it key sequence is divided into 64 blocks is 

considered as the chess board.  

3. The pain image is XORed with the chess cipher to 

produce the corresponding cipher image.  
 

B.   Transmission algorithm  

Transmission of a cipher image is accomplished by permuting 

the chess blocks such that the column parity block of the 

resulting board position matches the cipher image. The 

transmission algorithm proceeds as follows:  

 

1. Determine the chess parity of the current board position.  

2. Determine which column parit ies must change in order 

to match the cipher image. 

3. Change the necessary column parit ies by moving a 

chess block in, into, or out of that column.  

4. If the column parity of the new board position matches 

the cipher image, move to step 5. Otherwise, if the column parity 

string of the new board position does not match the cipher image 

repeat step 3, moving a b lock opposite in color to the last block 

moved.  

5. The cipher image is now represented by the current 

board position. Set a flag to signal the receiver that the message 

is ready to be received. 

 
C. Decryption algorithm 

Decrypting a transmitted message requires the receiver to simply  

read the board position once it contains the message to be 

received. The decryption algorithm is as follows :  

 

1. The receiver recognized the flag which signals that a 

message is ready to be read.  

2. The receiver quickly computes the column parity string 

of the board position and commits it to memory.  

3. The column parity string, which is also the cipher 

image, is XORed with the key. This results in the original p lain  

image. 

 

IV. BLOCK LEVEL XOR OPERATION 

 

The exclusive or operation - a logical function applied to binary  

bits, like AND, OR, and NOT - is a fundamental encryption 

technique. It is often used in stream ciphers , which are widely  

used in web  browsers when connecting to secure web servers. 

When used properly, this technique provides strong protection. 

In fact, it is the basis for the one-time pad, the only provably 

untraceable encryption. However, this protection is easily eroded 

if the cipher is not used correctly. XOR is a trivial operation for 

computer logic to perform show the table 1. The operation often 

appears as a built-in machine instruction so that software can 

perform it in a single machine operation. The following table 

shows how the XOR operation transforms individual b its. Let A  

be a bit from the plain text message, and B be a bit from the key. 

The XOR column shows the resulting bit.  

 

Table. 1. XOR operations of individual bits  

 

A B XOR 

0 0 0 

0 1 1 

1 0 1 

1 1 0 

 

V. RES ULTS AND DIS CUSSIONS  

 
A. Input image 

The original image which is going to be transmitted is shown in 

figure1.  

 

 
 

Figure.1. Original Image 

 

A. Cipher chess image 

The size of the cipher chess image is 256 bit. The size of each  

block is 64 bits. The cipher chess image is shown in figure2. 
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Figure.2. Cipher Chess Image  

 
B. Encrypted image 

The input and the cipher chess image is XORed with each other 

to produce an encrypted image. The encrypted image is show in 

figure3.  

 

 
Figure.3. Encrypted Image 

 

If A wants to send a secret message to B, it takes the sequence of 

bits in the message (the plain text) and a sequence of bits known 

only by it and B - the key. To encrypt, the receiver combines the 

plain text and the key, bit by bit, using XOR. In a one-time pad, 

A and B must use a different set of secret, randomly generated 

bits for every message they exchange. In a stream cipher, A and 

B share a much smaller number o f secret bits and use them to 

generate a long, hard-to-guess sequence of bits. The s tream 

cipher relies on a cryptographic algorithm to generate that long 

sequence from a small, shared secret. This generated sequence is 

then combined with the message using XOR. For Example: 

Below we have the image message embedded in a 256-b it image. 

For a key, we have collected a 256 matrix of random b its. 

 
C. Decrypted image 

The decrypted image is obtained by XORing the encrypted 

image with cipher key. The decrypted original image is shown in 

figure4. 

 
Figure.4. Decrypted Image  

 

Thus, the receiver finally retrieves the input image. 

 

VI. CONCLUS ION 

 

In this paper, we proposed an encryption and decryption of 

image using chess cipher algorithm. The original image is 

XORed with the chess cipher to form an encrypted image. The 

encrypted image is then XORed with the key to retrieve the 

original image. Th is will be very useful for security applicat ions. 
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